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1. Executive Summary 

• Free TV appreciates the opportunity to provide the Committee with our views on the Security 
Legislation Amendment (Critical Infrastructure) Bill 2020 and the accompanying Explanatory 
Memorandum.  

• Free TV broadcasters play a critical role in the Australian community. This has been evident in the 
surge in audiences during the recent devastating bushfires, subsequent floods, and the COVID-19 
pandemic.  

• As critical service providers, we accept that there is a need for robust policies and procedures to 
mitigate the risk of a loss of services to the community, particularly during times of emergency. 

• For this reason, the commercial broadcast sector and its service providers have in place a range 
of emergency protocols, disaster recovery plans and backup procedures to ensure reliable services 
are provided to Australians.  

• While accepting that broadcasting delivers services that are essential in time of crisis, it would 
appear premature to include our sector within the Security of Critical Infrastructure Act 2018 (SOCI 
Act) provisions without first assessing the existing policies and procedures in place and 
determining whether there are any deficiencies that would require further regulation.  

• This concern is amplified as the Positive Security Obligations that will be contained in sector 
specific rules have not yet been drafted or subject to consultation. These obligations have the 
potential to increase the administrative, operational and financial burden on the broadcast sector. 
We consider that it is reasonable for broadcasters to understand these likely costs and the 
proposed compliance and enforcement mechanisms before these provisions apply to our sector.  

• A broadcasting asset is defined in the Bill as being critical if it is prescribed in the rules or if it is 
part of a group of assets owned by the same entity that are located on at least 50 sites, excluding 
re-transmission assets. However, until the additional compliance costs and implications are 
known, it is not possible to determine whether this threshold is appropriate. That said, under any 
scenario we support the approach adopted in the Bill to exclude retransmission sites from the 
threshold.  

• In recognition of the often-complex arrangements on sites where there can be multiple parties 
sharing equipment and facilities, we recommend that the Bill be amended such that the threshold 
for inclusion as a critical broadcast asset only include transmission towers, rather than individual 
transmitters. This will reduce the scope for overlapping regulatory obligations, including placing 
obligations on individual transmitter owners for matters over which they have no control, for 
example, restricting site access to accredited personnel.  

• In addition, the imposition of any additional compliance costs on regional networks would be 
unlikely to produce a net public benefit, taking into account the significant financial constraints 
currently facing those networks.  

• Finally, we ask the Committee to recommend that any “uplift” in security arrangements that is 
required as a result of this legislation be funded by Government in recognition of the driver for 
these costs being a legislative change, rather than changes in best practice asset management. 
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2. Introduction 

2.1 About Free TV Australia 

Free TV Australia is the peak industry body for Australia’s commercial free-to-air TV broadcasters. We 
advance the interests of our members in national policy debates, position the industry for the future 
in technology and innovation and highlight the important contribution commercial free-to-air TV 
makes to Australia’s culture and economy. 

Free TV Australia proudly represents all of Australia’s commercial free-to-air TV broadcasters in 
metropolitan, regional and remote licence areas. Our members, in combination, can reach 97% of 
Australians, wherever they live in Australia.  

       

Our members are dedicated to supporting and advancing the important contribution commercial free-
to-air TV makes to Australia's culture and economy. Australia’s commercial free-to-air TV broadcasters 
provide trusted local news, tell Australian stories, give Australians a voice, nurture Australian talent 
and create jobs for Australians.  

2.2 In times of crisis Australians turn to Free TV broadcasters 

Free TV members cover events of national significance, provide critical information in times of 
emergency, and bring Australians together to witness moments in history, life changing occasions and 
times of national success.  

This has never been more true than during times of crisis, as shown by the audience response during 
the catastrophic bushfires of late 2019/early 2020 and the ongoing COVID-19 pandemic. The 
commercial TV broadcasters’ national audience during the 2019-20 bushfire crisis was 23% higher, 
relative to a year earlier. In addition, at the height of the COVID-19 news-cycle, average audiences in 
news programming across the primary services within each broadcaster’s channels in both 
metropolitan and regional Australia were up by over 55% on 2019 levels.  

To ensure that they can continue to deliver these important services to Australians, Free TV members 
already have in place a range of risk mitigation practices, together with disaster recovery plans to deal 
with critical incidents that may impact on broadcasters. As a result of these measures, network 
reliability is extremely high and there are effective protocols in place to ensure that when incidents 
do occur, such as loss of electricity during bushfires, backup arrangements can be in place as quickly 
as possible. 

3. Obligations should be known before broadcasting is included  

Under the Bill before Parliament, critical broadcasting assets that either meet a threshold or are 
prescribed by the rules to be critical transmission sites, will be subject to additional reporting and 
compliance obligations if the Home Affairs Minister issues a determination under section 51 of the 
SOCI Act.  
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Free TV understands that the relevant obligations for broadcasting infrastructure are: 

• Part 2 – Register Obligations: Requirements to include transmission assets in the register of critical 
infrastructure assets including information on who owns, controls, and has access to critical 
infrastructure assets, including board structures, outsourcing and offshoring information  

• Part 2A – Risk Management Programs: Requirement to have a risk management plan, consistent 
with yet-to-be-drafted sector specific rules that identify risks and mitigation strategies for all 
hazards. 

• Part 2B – Notifying the Government of cyber security incidents. 

Free TV understands that the other tiers of obligations that apply to systems of national significance 
would not apply to any broadcasting infrastructure.  

While Free TV acknowledges the critical role that the services provided by our members play in the 
community, we consider that it is premature to include our sector within the scope of this legislation.  

Unlike conventional legislative reform processes where the Regulatory Impact Statement establishes 
the likely costs of additional regulation and weighs this against the public benefit, this legislation is 
being proposed prior to establishing what costs and obligations will ultimately be imposed upon 
industry. This is because the Regulatory Impact Statement cannot yet assess the impact of the sector 
specific rules that have not yet been drafted. The Committee should consider whether the Regulatory 
Impact Statement is incomplete for this reason and whether the legislation should be delayed until an 
amended Explanatory Memorandum (EM) can be tabled that includes the estimated costs of 
compliance.  

3.1 Uncertainty on the sector specific rules that will apply 

Our primary concern with the Bill is with the lack of any clarity around the extent of the cost and 
obligations that the risk management programs will require under the sector-specific rules (section 
30AH(1)(c)). Further, it is also unclear how the compliance and enforcement regime associated with 
the requirements of the risk management programs (Section 30AD) will be administered.  

Typically, with the regulation of public safety there is ultimately a trade-off between the marginal cost 
of additional regulation and the associated marginal public benefit of that additional regulation. This 
enables policy makers and stakeholders to make an informed judgement about the appropriate scope 
of proposed regulation and ensures that it is “right sized” commensurate to the public benefit. 

The EM makes clear the expectation that there be an “uplift” in the resilience of critical infrastructure. 
That is, there is a clear expectation that there will be additional costs and obligations imposed upon 
asset owners who meet the threshold. We consider that it is reasonable that these costs and 
obligations are understood by all relevant parties prior to the Bill becoming law.  

3.2 Thresholds should be determined after costs and obligations known 

The Bill sets out a definition for a critical broadcasting asset as being one that is either prescribed by 
the rules or meets a materiality threshold. Section 12E establishes this threshold and provides that 
broadcasting transmission assets are critical if they are owned by the same entity and located on at 
least 50 sites, excluding re-transmission assets.  

As a principle, Free TV supports the exclusion of retransmission from the threshold. However, without 
knowing the extent of the costs and obligations that will be imposed on the sector it is difficult to 



 

 

6 
 

        

identify the appropriate threshold level. For example, if the sector specific rules do indeed lead to a 
material “uplift” in security obligations, it would only be appropriate for a very limited number of asset 
owners to be subject to the rules. As we expand upon below, in such a situation a grants program 
would need to accompany the imposition of the rules to fund any uplift to meet the Government’s 
revised expectations of security arrangements.  

3.3 Clarity on the responsible party 

The Bill appears to be drafted from a perspective of a one-for-one relationship between asset owners, 
sites, and risk management obligations. However, on broadcast transmission sites, transmitters are 
typically owned by one or several licensed broadcasters or a direct outsourced provider for one or 
more of those broadcasters. However, much of the physical infrastructure (buildings, towers, 
antennas, generators etc.) is usually shared and ownership of those shared assets is often quite 
complex.  

Free TV is concerned that the complexity of these relationships may give rise to overlapping regulatory 
obligations. This is particularly the case for owners of individual transmitters on sites that may not 
have control over some of the hazards listed as relevant to the risk management programs, such as 
physical protection for the site and personnel access requirements. 

To minimise the potential for regulatory overlap, the definition of “broadcasting transmission asset” 
should be amended to remove reference to an individual radiocommunications transmitter (see 
Section 5 of the Bill). Ensuring that the definition only refers to the owners or operators of 
transmission sites that meet the threshold will provide clarity over the responsible party for each 
critical transmission site.  

3.4 Clarity on the recognition of existing reporting obligations 

Under the Broadcasting Services Act 1992 (BSA), there are already a range of ownership disclosure 
obligations that apply to commercial broadcasting licensees. The obligations require the licence holder 
to disclose ownership and control arrangements directly to the ACMA, for the purposes of monitoring 
and enforcing the controls within the BSA. 

Free TV submits that these existing disclosure obligations should be recognised in the Bill. Specifically, 
the Minister’s power to “switch on” the obligations under Part 2 should be expressly limited to those 
entities that are not licensed under the BSA and are therefore already under strict disclosure 
obligations. This would provide the industry with some certainty that the intent of the “switch on” 
provisions as described at paragraph 514 of the EM will recognise existing regulatory obligations: 

“For example, the Minister may choose not to apply Part 2 to a class of critical infrastructure assets, if the 
information that would be provided under the obligations is already available to government through other 
means and therefore the desired security objectives are being achieved. Importantly, this will be used to 
avoid duplicate reporting to Government and thus reduce regulatory burden.”  

4. Any uplift must be coordinated via a funding deed with the Government 

Free TV asks that the Committee recommend that any costs associated with an “uplift” that is required 
in security arrangements as a result of this new legislation be met through a funding deed with the 
Government.  
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The broadcast sector operates to an existing set of obligations and industry best practice operation 
and maintenance requirements. The economics of the broadcasting industry are such that it would be 
unable to absorb any additional regulatory compliance costs associated with this legislation over and 
above what is already expected under best practice protocols. In recognition of the fact that additional 
costs could be imposed on industry as a result of a change in Government policy, these costs should 
be met by Government.  
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